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Introduction

Autoconfiguration  of
devices in a LAN s
made possible by
dividing the func
tionality of each LAN
device into well-known
and standardized func
tion blocks.

These function blocks
are filled with data that
is read out of the LAN
devices and that s
converted into a
standardized represen
tation. This enables
LANbot to treat every
well-known function
block the same, regardless of
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Step 1: Check of basic connectivity

¢ Analysis of basic network topology:
- read network adapter data
- find standard gateway
- determine route of internet traffic: LAN, WAN or LAN_BUT_GATEWAY_IS_PC
- test HTTP request/response
- read RAS settings

e Visualize result in the window “Basic connectivity”

:7: Basic connectivity

Other netw

Click here to test the connectivity and to
update the display

Fig. 1: Check of basic connectivity
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Step 2: Discovery of devices in the LAN

e Attempt to contact device by dispatching an HTTP GET request:
- The answer either contains data that identifies a device or no answer is received
response

e If no answer is received or if answer does not lead to positive identification, LANbot
tries to contact the device by dispatching a greeting through the remoting interface:
- If remoting is possible, then LANbot Service is running on the queried device and
autoconfiguration is possible.

192.168.0.4: Type of device: Computer
> S Determination of identity by: Remoting
~ Discover LAN Transfer of data by: Device is running LANbot in server

mode. LANbot server analyzes

the host configuration, serializes

o i] the lan_device object and
sends the result to the
Administer global password host computer. :

i Pasoword Data channel: Tunneling through
Stop seve i = Port 80

podel
P address

Netged!

ompute!
pal P Telecom™

\ndex

Glol ;
Host Compul‘e daabe- 192.168.0.5: Type of device: IP Phone
Model jgnotin st Determination of identity by: HTTP
s notin dak request
Mc'ﬂe|| E Transfer of data by: HTTP GET
and POST
Data channel: Port 80

192.168.0.1: Type of device: Router 192.168.0.6: Type of device: Host computer
Determination of identity by: HTTP request <~ Determination of identity by: LANbot Client
Transfer of data by: HTTP GET and POST Transfer of data by: Routines provided by the
Data channel: Port 80 Operating System

Data channel: not applicable

Fig. 2: Discovery of devices in the LAN
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Step 3: Buildup and display of objects containing the
actual settings of all recognized and configurable devices
as well as of target settings

e All recognized and configurable devices are displayed in one window containing actual

settings and one window containing target settings:

- LAN devices are ordered by IP address

- LAN devices contain uniform functions blocks

- Uniform function blocks contain settings

- Function blocks are defined in XML device definition files

- XML device definition files contain language strings, as well as data required by
LANbot to read, write and compute settings

- XML device definition files may contain C# source code that is compiled by LANbot
at runtime and that is executed by LANbot when this is appropriate

- Runtime compiled C# code has full access to public objects and functions in LANbot

- Runtime compiled C# code is fully protected against attacks on the source code

- Settings are editable

e Target settings are programmed into LAN devices during an autoconfiguration run

Network: Actual settings

Nelgear RP614 Cable/DSL Router

A Network router that can establish anintemet  version_label
comnecton

Uset name

1P address
it Netgear RPE14 Cable/DSL Router
O EmmeE e N A Network router that can establish an internet  version_label
= = connection
A Computer
User name admin Password [
User name =) =
= Q| P atten FICTra— | | ! J IP address 192.168.0.1 Subnet mask 1255.255.255.0
| » Frewal
¥ Control of data raffic between this compf DHCP Sl
oot ¥ Automatic assignment of IP addresses
Y Wide area network (WAN) intemet connf
T Computer
LV e okt A Computer Version: Win32NT, ¥5.1.0, 2600
, oS = / )
2 = "‘:ﬂ:' B User name Password
g o =] =
{9 BBM U Gt o [ \Q\J IP address 192.168.0.4 Subnet mask [255.255 255.0
165 = e AT
‘\92' 06 ¥ ‘s area network (WAN) ntemet connf Firewall
92\634 S 6 Modd Y Control of data traffic between this computer and the LAN/intemet
92\69 \G PPPOE WAN interface
\ y 690 Y Wide area network [(WAN) intemet connection via PPPoE (Point to Point Protocol over Ethemet]
. - ' Host computer
1 Nbo‘ Contac‘s .\den“f"es de\ll\ces A This host computer Version: Win32NT, V5.1.0, 2600
2. LANDbot subsequently reads out | Username [ Paswod |
settin as | Q| | 1P address 192.168.0.6 Subnet mask 255, 265.255.0
. . - Firewall
3. Actual settings are displayed in a §)  Contiolof data tiafic between this computer and the LAN/intsmet
form. : ) - PPPoE WAN interface
4. '\'arget Seﬁ\ngs are d\sp\ayed in ™ Wide area network [WAN] intemet connection via PPPGE (Point to Point Protocol over Ethernet]

another form where they can be
edited and automatically computed.

Fig. 3: Buildup and display of objects containing the actual settings of all recognized and
configurable devices as well as of target settings
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¢ Computation of settings that are optimum for all devices in the LAN so that:

- Unrecognized devices keep their IP address

- Valid and non-colliding IP settings are set up in all devices in the LAN

- Groups of devices in the LAN get similar settings

- Port conflicts do not occur with firewalls fully enabled

- Wireless devices are set up for best protection of the LAN

- IP phones, Instant Messengers and other software/hardware that communicate
are detected and the best interdependent solution for all settings are computed

- Preferences of the network administrator are taken into account during the
autoconfiguration process

- Services provided by ISPs are setup correctly with least possible user interaction

Step 4: Autoconfiguration

e Writing of settings to all configurable devices in the LAN

Note: As of April 2006, only IP address setup is implemented in the Demo
Version of LANbot server and LANbot client!

This document will be revised with time as additional features will be
implemented in the near future.

Geponds plane

Fig. 4: Autoconfiguration
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This is a preliminary document and may be changed substantially prior to final commercial release. This document is provided
for informational purposes only and Global IP Telecommunications makes no warranties, either express or implied, in this
document. Information in this document is subject to change without notice. The entire risk of the use or the results of the use of
this document remains with the user. The example companies, organizations, products, people and events depicted herein are
fictitious. No association with any real company, organization, product, person or event is intended or should be inferred.
Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part
of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means
(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of
Global IP Telecommunications.

Global IP Telecommunications may have patents, patent applications, trademarks, copyrights, or other intellectual property
rights covering subject matter in this document. Except as expressly provided in any written license agreement from Global IP
Telecommunications, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or
other intellectual property.

© 2004 -2006 Global IP Telecommunications, Inc. All rights reserved.

Microsoft, the Office logo, Outlook, Windows, and Windows NT are either registered trademarks or trademarks of Microsoft
Corporation in the U.S.A. and/or other countries.

Company and product names mentioned herein may be the trademarks of their respective owners.
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